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CVE-2016-5340

« Ashmem — Android’s propriety memory allocation
subsystem

« Qualcomm devices uses a modified version
— Simplifies access to ashmem by Qualcomm modules



int get ashmentasusl s m i d
struct file S iEuale
struct f1] el
unsigned long *len)

int ret = -1;
st rucBEFasmmen arca et
struct file *file = fget (£d) ;

i I (|5 our fd an ashmem

asma = f1le="wrnsaciueielicircy;
* f il psa et - =
*vm Ealle == cisilisarianteys flle descrlptor?
*len ‘= lasmasielize
ret = 0;
} else {
BoUT: (S i

}

r e ClrE A T el



CVE-2016-5340

« Obtain a file struct from file descriptor

« Compare file operation handlers to expected
handler struct

— If it matches > file type is valid



A

Y -',.,:»;;h; : e TF iy !mm!'h % i A ,‘h J_‘

static int.is_aéﬁmem_file(struct flle xfile)
char fname[256], *namef
name = dentrysparntss il nEn s, fname, 256}
returnustrcmeifnamne Me AR IeIERE R0 . 1 » /= Ohimy god */




CVE-2016-5340

 Exploitation requires —

— Creation of file named "ashmem” on
root mount point (“/")

« /is read-only ®



CVE-2016-5340

« Opaque Binary Blob
— APK Expansion File
— Support APKs > 100MB
— Deprecated (still works!)
« A mountable file system



CVE-2016-5340

« Create an OBB
« Create "ashmem” in it's root directory
« Mount the OBB
« Map “ashmem” memory to the GPU
— Pass a fd to the fake ashmem file
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CVE-2016-2059

* Qualcomm’s IPC router
« Special socket family
— AF_MSM_IPC (27)
« Unique features
— Whitelist specific endpoints
— Everyone gets an “address” for communication
— Creation/destruction can be monitored by anyone
« Requires no permission ©

»



CVE-2016-2059

« AF_MSM_IPC socket types
— CLIENT _PORT
— CONTROL_PORT
— [RSC PORT
— SERVER _PORT

« Each new socket is a CLIENT PORT socket

»



static 1nt msuFseEREeeiEis e el
struct soclke s e
unsigned int cmd,
unsigned long arg)

struect jsosieiic = SoChka i
st ruceimeEnisipEl O it S PoiEu o

lock sockiEkss;
port ptr = memilec SlafEeiasEleeles =i
swlitch ' (cmelises:

case IPC_ROUTER IOCTL BIND CONTROL PORT:
msm 1pc router ose conismel ashag
okt ot )

}

releacsefsociaGEl




int msm i1pc rouiecslaaisiicenseel e o
struct msm_ipc PO e et

{ 1f (!pont Pl
ot U s AN
down writef®ilogal portsiilockisihc2Zas
list del (Spemsgpier =St
up write (&lecall por s e aiinso s
down write (&centrol "pemaEsiil o cisiini=s )

list add tail (&pori  pEr=>17 sitAGconemel o=

up write (&control iperhtiileockil o
¥ ertee meir
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CVE-2016-2059

« control_ports list is modified without a lock
« Deleting 2 objects from control_ports simultaneously!

»



elet(
EiSANI R Rcihed'd s ent )

NERE = ENEEY-—>NERE]

PIECSY = CREEY—>0iEEW
MEERE—>101eE, = [OBEV/F

PEEWY — >MEPRE next;

Elhiay= next =L TST POTISON] ;
EMEIEY > oNaEhy LIST POISONZ2;




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES

| PIEEY = GNEIEY >0

A [OTEEN = >TEPRE . = EHKE S
Elhiay= next =L TST POTISON] ;
sy prev = LIST POISON2;
}
B entry = A
next = B
prev = control_ports
C

B->prev = control_ports

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES

| PIEEY = GNEIEY >0

A [OTEEN = >TEPRE . = EHKE S
Elhiay= next =L TST POTISON] ;
sy prev = LIST POISON2;
}
B entry = A
next = B
prev = control_ports
C

B->prev = control_ports

LIST_POISON
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Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES

| PIEEY = GNEIEY >0

A [OTEEN = >TEPRE . = EHKE S
Elhiay= next =L TST POTISON] ;
sy prev = LIST POISON2;
}
B entry = B
next = C
prev = control_ports
C

C->prev = control_ports

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES

| PIEEY = GNEIEY >0

A [OTEEN = >TEPRE . = EHKE S
Elhiay= next =L TST POTISON] ;
sy prev = LIST POISON2;
}
B entry = B
next = C
prev = control_ports
C

C->prev = control_ports

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0

l MERE—>101eE, = [OE/ 5

= Elhiay= next =L TST POTISON] ;
sy prev = LIST POISON2;
}
B entry = B
next = C
prev = control_ports
C

control_ports->next = C

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0

l MERE—>101eE, = [OE/ 5

= Elhiay= next =L TST POTISON] ;
sy prev = LIST POISON2;
}
B entry = B
next = C
prev = control_ports
C

control_ports->next = C

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0
MEERE—>101eE, = [OBEV/F
[OTEEN = >TEPRE . = EHKE S

A L S Do
}
B entry = B
next = C
prev = control_ports
C

B->prev = B->next = POISON

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0
MEERE—>101eE, = [OBEV/F

A [OTEEN = >TEPRE . = EHKE S
}
B entry = B
next = C
prev = control_ports
C

B->prev = B->next = POISON

LIST_POISON
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Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0

| MEERE—>101eE, = [OBEV/F
S EESEE P OIS ON: ;

A
entry—>next =
sy prev = LIST POISON2;
}
entry = A
next = B
prev = control_ports
C

control_ports->next = B

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0

| MEERE—>101eE, = [OBEV/F
S EESEE P OIS ON: ;

A
entry—>next =
sy prev = LIST POISON2;
}
entry = A
next = B
prev = control_ports
C

control_ports->next = B

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports 1

NERE = ENEEY-—>NEXES
PIEEY = GNEIEY >0
MEERE—>101eE, = [OBEV/F

A [OTEEN = >TEPRE . = EHKE S
}
entry = A
next = B
prev = control_ports
C

A->prev = A->next = POISON

LIST_POISON




Sitc e el ] | st del (
EiSANI R Rcihed'd s ent )

control_ports {

} NERE = ECNEEY-—>NENRE]
PIEEY = GNEIEY >0
¥ MEERE—>101eE, = [OBEV/F
A § prev->next = next;

B Sy

entry = A
next = B
prev = control_ports
A->prev = A->next = POISON

LIST_POISON




« Two following objects are deleted
— Simultaneously!
 control_ports points to a data
— LIST_POISON worked — No longer mappable
— Spraying af_unix_dgram works
« Iterations on control_ports?
— Just close a client_port!

— Notification to all control_ports with
post pkt_to_port




static int post pkt to port (struct msm ipc port LS.
structiEsipac ke toamiiss oo niEs clionies)
{
struct rr packeEsstenoiieleasnoitea
void (*notify) (unSigned SeverntrEveuEisae oh dait )
size ‘tiopb. datailicnSSdutaie o
void (*data ready) (sErlet 'SoClas iRy SaEiae = SHRE= SN 1 ;
Siestiee  Seelk “Slks

mutex lock (QEEEEEEERENEN->port rx g lock lhc3);
__pm stay awake (UAE OBJECT)>port rx ws);
list add tail (étemp pkt->1list, SR >port rx q):
B (UAF OBJECT|->port rx wait q);
notify = N >notify;
sk = (struct sock *)UAF OBJECT|->endpoint;
LE (sl
read  lock{(&skSTESCReal o ksis e i)t
data readyt=iisk=>skieai=ciice ciciy
read unlock (&sk=>skicaNigaick e el)s:
}
mutex unlock (NN ~Port rx g lock 1hc3);
abin . (IMOEILIE )
notify (pkt->hdr.type, NULL, 0O, (SESSSSSSRESN- >0 V) ;
el seifattcase s iclaimaiinac e s
data readyatsionipisi st iclimalsitacos,

aEcien  0Og



wake_up function

— Macros to __ wake_up_common

statiedroid - | wWakegupeonuiomns
wailt queuefiicE ¢ Siausse

: AY
© \
walt gquelUeit: ScCurrisesin e,

list for each entry safe (i} next, '
S§g->taskifiti st = idtais il c iy
if (> func (., mode,

wake flags, key))
break;
}




« wake_up function
— Macros to __wake up_common
* New primitive!

— A call to function with first controllable param
« Not good enough for commit_creds

»



« Upgrade primitives

 Find a function that can call an arbitrary :
function with address-controlled parameters -

-
-o

i g

su wuu ﬂmcmu INA FUNCTION SO YOU

: I}lll CALL AFUNCTION WIIIlE Yllllﬁﬂll.l. A FUNCTION

l
/




usb_read_done_work_fn receives a function: pomter
and a function argument

void usb read done work fn( >
struct workiicsiwuel sEtwork) Py
{ \
trucit - dicieg e sius T e NULL; !
struct ditagl s TehsTomss Cl)
work,

conta lneeEmeE(
STtruetidis=g "usb: 1 nfes
regdiidone “works

req ch

gread i pEr; ;
chi=sops=>read donetres=E ol A
reqg=>actual,
G~ cEeaiis:
}




Chaining function calls —

___wake_up_common 2> usb_read _done_work_fn 9\@ ny function

void = wake up common (
wailt queuefiicE ¢ Siausse
....... )

- G \
- \
\
\
wait queue t *curr, *next;

list for each entry safe (i} next,
g->ta skl i st = e ol Tl i

(H->func (Ell, mode, :
wake flags, key))

}




_____________________________________ IDONTOFTEN | =
CALLFUNCTIONS

¥ |
&
£
4

BUT WHEN |
D0, 1 GET ROOT




) \"'1

Create UAF situation using the vulnerabill

»



LIST_POISON

Spray unix_dgrams to catch the UAF 3



LIST_POISON

X
o

Spray uniigpEaiss tteé&toh the UAF x



___wake_up_common

UAF->port_rx_wait_q->task_list

usb_read_work_done_fn usb_read_work_done_fn usb_read_work_done_fn
qdisc_list_del enforcing_setup commit_creds
‘ - - - . - - } ‘
control_ports is empty SELinux is permissive UID=0

cap=CAP_FULL_SET




PERMISSIVE=1UID=0

._ @
=)
X

NOT\BAD

e G
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 ID to pointer translation service

« Handle to kernel objects from user mode
without using pointers



User Mode Kernel Mode

> create_object()

Create Object Request

-
¥
*,
Yy
a
b
Y2

IDR mechanism

— Return Safe ID &




CVE-2016-2503

« SyncSource objects

— Used to synchronize activity between the GPU
and the application

« (Can be created using IOCTLs to the GPU
— IOCTL_KGSL_SYNCSOURCE_CREATE
— IOCTL_KGSL_SYNCSOURCE_DESTROY
« Referenced with the IDR mechanism



11

long kgslyiCelsllisynesoriceteleicimmaa (
struct: ki sdeimisimisaame -~ dev. priv,
unsigned int cmd, void *|R

struct kgsl syncsource destroy * N - N
ShEGeElec |  Syhesescc el rce = NULT:;

synes@iiEce = iKeiciitecs e S Gt e g el

dev prilvgimEneessisiseics

param->id) ;

1 £ (ClsymiciSonmaey

goto done;
/* put reference from’ sylleseldee crcaricn =/
kgsl syncsoyrces put (Syncsollrec i
/* put reference from gettinggEhe syncsource
kgsl ‘synecselrceiput {Syeisoleceii

done:

return G

above */



long kgsly SeEieynesouicec ot
struct: ksl ideysisasprsiozaise: *devy. privy,
unsigned FnEsemeEdaocl Hdala)

struet. [kgs| "sSymescliliise=Mlelc st ey *Daram data;
ShEUECes |  Sylesoiscct eSO T Ce NULL;

syncsource kelstite Satiie Solice = g

dev Prlvigh mineet=cioiyy

params > ek

(! syncsource)
done; A\ = ”

/* put reference rrom %c%%@gg{ggtfgﬁckhere?
kgsl syncsoyrces put (Syncsollrec i
/* put refereneée: from gettingg@Elec syncsource above */
kgsl ‘synecselrceiput {Syeisoleceii

done: \

B



CVE-2016-2503

-7

Thread A Thread B

- -

syncsource =+ kgslifisynicsoliseeiE (el shanss el ce SSMEGEIEReInEsolirce "get (id) ;
kgsl syncsource. put {(syncspuEce s kgsl S@ncsource put (syncsource) ;

kggl synesonreeiiphEiiShleEonnas i kgsl syncsource put (syncsource) ;



CVE-2016-2503

» Create a syncsource object
— A predictable IDR number is allocated

* Create 2 threads constantly destroying the same
IDR number

« Ref-count will be reduced to -1
— Right after getting to zero, object can be sprayed
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CVE-2016-2504

« GPU main module (kgsl-3d0)
« Map user memory to the GPU
— IOCTL_KGSL_MAP_USER_MEM
— IOCTL_KGSL_GPUMEM _FREE_ID
« Referenced by a predictable ID
— IDR mechanism



long kgsl Esccieliapiinme i isiec i i
struct kgl Sdcyatec e aivate  *deviiprav,
unsigned 1ImEsEncEe o e data)

strpesikesT grnpenissslcS s RS DA ram, = data;
strieiElas | memschineieae miE: 7 o NI

entry = kgsl ishawvedmem tand @8 8em vate,
param—>id )

1 £ 0 e nilshia ) e
e ke n gt A o
}

return ; sharedmen flccien s fieciatenay )  ; j
} ;



static long:  ‘SliaE=digeuisin e dent iy |

struct "kgsiNmemis=n Faae Nt ry)

{

boeiEelie bl d s airensiel comparesexchange (
sy — > Deuid i e ler
0, /ZesWPcnding frequ PRy
LR ®™ Then SR REWT free = 1 */
kogaWiem entzss @O BN*EY) ;

11 (sh i P P
K@Pe | "nem .entry put (enfgey;

relunmnetis j
}



stat i chses

kgsl mem entry &tssichoise e =il
struct kegl memicneiel i S
struet kgsiliidevite i el o1 V)

1d =sdeiaidoc ( &P recesEiienignsco
entryyabyaii s GE'P S NORATES:

ret = kgs ntry trac ‘i
oG
u map pagetable,
T >memdesc)

1 (ret)

kgsl mem ientryidet ach iproeEs sl
re Eurniiecin;



CVE-2016-2504

,,,,,,,,,,,,,,,,, IDR items
________ S IENE
6 4 p
Thread A - allocator Thread B - releaser
‘ entry = kgslimemientEyvcEetiseus: ‘ e N RS Re e s e ind: 1 d (1d) ;
Id = ddrialdoci(i eriammetyii if(!entry)

return —-EINVAL;

sSa R el lal e S aneha g ((Sadizanyy ) o 0
Meln=R=dEnSEaIE s fnecSentry (entry) ;



CVE-2016-2504

e IDR items
free, sprayable data % i
PR > § 3 g1
4 a § 2
Thread A - allocator Thread B - releaser
‘ entry = kgslimemientEyvcEetiseus: ‘ el Nk SRR ed et ind 1 d (1d) ;
Id = ddrialdoci(i eriammetyii If(!entry)

return —-EINVAL;

sSa R el lal e S aneha g ((Sadizanyy ) o 0
M ell=RE=diEmSEaa=s frecSentry (entry) ;



CVE-2016-2504

« Map memory
« Save the IDR
— Always get the first free IDR — predictable
« Another thread frees the IDR
— Before the first thread returns from the IOCTL

y J



oot (CVE-2016-2503)- -

4th April, 2016 2nd May, 2016
Vulnerability disclosure to Qualcomm confirmed the Qualcomm released a public Google deployed the patch to.
Qualcomm vulnerability patch their Android devices

) N



Kangaroot (CVE-2016-2504) -

4th April, 2016 2nd May, 2016

Vulnerability disclosure to Qualcomm confirmed the Qualcomm released a public Google deployed the patch to
Qualcomm vulnerability patch their Android devices
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027 May, 2016
Vulnerability disclosure to Qualcomm confirmed the Qualcomm released a public Google d=r'oy 2d 19e patch to
Qualcomm vulnerability patch the.r Android deices
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-~ Qualaroot (CVE-2016-2059) -

2nd February, 2016 10th February, 2016

Vulnerability disclosure to Qualcomm confirmed the Qualcomm released a public Google deployed the patc
Qualcomm vulnerability patch their Android devices




commit_creds for always being there for me

Absense of KASLR,
for not breaking me and commit_creds apart

SELinux, for being liberal,
letting anyone access mechanisms like Qualcomm’s IPC
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